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Cloud Computing Security Risk Assessment:2009 ENISA
» ENISAL(E

- European Network and Information Security Agency
-« BRI Ry RT—O1RH ) TR
- 20044F3 B OERIMNEES (460/2004) THEEESN., 2005£E9JEJ°UJ’71/9%
T:ERZRE

- ENISA came into being following the adoption of Regulation (EC) No
460 /2004 of the European Parliament and of the Council on 10
March 2004. Operations started in Crete in September 2005.

- Cloud Computing Security Risk Assessment-NovemberZ
20094F9 A IZH T
- B/
- EURIZELARILDRY T — I RUVBERGER XL T+ZHEREIZT D

- ENISA's role is to ensure the high level of network and information
security necessary in the EU.
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> Likelihood of Very Low Low Medium High Very High
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ffnﬂ'c 53-C\ incident (Very (Unlikely) (Possible) (Likely) (Frequent)
RAFZEEN | Unlikely)

scenario

LTWBBD TN
Very Low
Low 1 2
Medium 2 3
Business High 3 a4
Impact Very High 4 5

We have based the estimation of risk levels on ISO/IEC 27005:2008 (10).
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ISO/IEC17789:2014 Information technology — Cloud computing
— Reference architecture
3 definition

» 3.2.5 cloud computing: Paradigm for enabling network
access to a scalable and elastic pool of shareable physical or
virtual resources with self-service provisioning and
administration on-demand. NOTE - Examples of resources
include servers, operating systems, networks, software,
applications, and storage equipment.

» 3.2.11 cloud service customer: Party (3.1.6) which is in
a business relationship for the purpose of using cloud
services (3.2.8). NOTE - A business relationship does not
necessarily imply financial agreements.

» 3.2.15 cloud service provider: Party (3.1.6) which makes
Lloud services (3.2.8) available.
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